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Ciele modulov

=Virtualne LAN
= Trunk a trunkové mechanizmy 802.1q

=Virtual Trunking Protocol (VTP)
*A jeho konfiguracia

= Dynamicky trunk protokol (DTP)
= Chyby vo VLAN konfiguracii






Virtualne LAN (VLAN) - popis

= Délezita vlastnost Ethernet LAN prepinacov
= Virtual LAN (VLAN):

= VLAN su samostatné, nezavislé logické LAN siete,

definujuce broadcast doménu, virtualizované v OS
prepinaca

= VLAN umoznuju logicky segmentovat fyzickeé, prepinané LAN
siete

= Doteraz logické delenie zaviselo od fyzickej dostupnosti portov
prepinanej LAN siete

= Ziskame
= Moznosti riadenia toku
= Oddelenie fyzickej (geografickej) topologie od logickej
= M6zeme vytvarat LAN siete napr.
= Podla funkcii v organizacii, projektovych timov, aplikacii a pod.



Tradicné LAN " Tradiéné LAN

= Nie je mozné uskutocCnit delenie
koncovych stanic podfa inych

Traditional LAN segmentation [lfbr\“N(CSI}IieatlI'(o dOStupnOSt pOI’tOV

= Zariadenia je mozné umiestnit
len na dany fyzicky segment

= Vyhody

= Jednoducha pociatocna
inStalacia a konfiguracia

= Problemy:
= Velké broadcast domeény

= Nedefinované hranice kam sa
Siria nezname a mcast ramce

= Velké oneskorenie
= ZhorSena diagnostika
= Bezpeclnostné problemy

= Pri raste siete nachylné na topo
L2 sluCky

= Je potrebné STP

Router Switch



Tradicne LAN — segmentacia cez L3

Traditional LAN segmentation

= Riesenie broadcastu,
rladenie toku,
organizacne delenia a
pod.

» Segmentacia siete
=> pouzitim L3
zariadenia
(smerovac)

= Alebo Virtual LAN

Router



Virtualna LAN

VLAN segmentation

= Virtualna LAN
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Princip VLAN

VLAN
supported
LAN switch
All ports the
same LAN

~
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=

(functionality
as traditional
LAN switch)

~

VLAN
supported
LAN switch

}Ports on VLAN 1

Ports on VLAN 2

}Ports on VLAN 2

Forwarding Table

0000111414111 port 11, vlan X
0000 2222 2222 port 6, vian Y
0000.3333.3333: port 1, vlan X
00004444 4444 port 9, vian X
0000.5555.5555: port 8, vian Y
0000 6666.6666: port 14, vian Y
Q00077777777 port 3, vian X
0000.8588.8888: port 16, vian Y

Broadcast: VLAN X: all VLAN X ports
Broadcast: VLAN Y. all VLAMN Y ports

Other VLANSs

Layer 2 Switch

VLAN 1

%j Looks and

VLAN 2 works like

three
different

VLAN 3 LAN
switches




Broadcast domeény a VLAN

VLAN segmentation
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Switch

Router

= VLAN
= Jeden prepinac viac VLAN

= Jedna VLAN nad viacerymi
prepinacmi

= Jedna VLAN jedna broadcast
domeéna

= Jedna VLAN jedna IP subsiet

= VSetky hosty spolo¢ny IP
prefix

= Komunikacia medzi VLAN
= Vyzaduje smerovacC

= Kazdy prepinac

= Oddelenu Bridging table per
VLAN

= STP proces per VLAN




Vseobecne vyhody VLAN

= Jednoduché premiestnovanie pracovnych stanic na
LAN

= Jednoduché pridavanie stanic do LAN
= Jednoducha zmena konfiguracie LAN

= Zvysena bezpecnost
= |zolacia prevadzky na VLAN

= ahka kontrola sietovej prevadzky
= Pouzitie smerovacov

= Zvysena priepustnost
= Segmentacia siete
= Menej stanic, ktoré sa delia o prenosovu kapacitu

= Redukcia broadcastu v sieti

= Setrenie finanénych prostriedkov na infrastruktiru



Typy VLAN - terminologia

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

.= Default VLAN = Management VLAN
' = Na Cisco Catalyst VLAN1 | = Ma priradent IP adresu
= Nie je mozné zmazat, = Pouzita za u€elom manaz.
premenovat | pristupu na prepinac
= VVSetky porty su default | = Nemala by obsahovat user
priradené do VLAN1 | porty

= Aby PC mohli komunikovat aj
bez do prepinaca o Data VLAN

= CDP, STP komunikuje cez = Nesie pouzivatelske data
= oLuA?I(\alr data ako kazda bezna = Oddelen pre VolP

= Native VLAN
' = Trunk je jej sucastou

= Data nativnej VLAN su
nesené neznackované



Typy VLAN (sposoby vytvarania) - Statickeé

= Statickeé
= Clenstvo vo VLAN nastavuje administrator
manualne
* Priraduje fyzicky port prepinaca do VLAN port po porte

= Kym administrator nezmeni priradenie portu, port je Clenom
danej VLAN

= Kazdy port je Clenom nejakej VLAN
=/Zname aj ako port-based, port-centric
=Vyhody

= Bezpecnost, jednoducha konfiguracia a monitorovanie
pohybu stanic v sieti




Typy VLAN (sposoby vytvarania) -
dynamicke

= Dynamické
= Dynamické urCenie Clenstva na zaklade urcitych kritérii
= VV okamihu ked' sa host pripoji na port

= Na zaklade:
= MAC adresy pripojeného hosta
= |P adresy
= Typ protokolu

= Vyzaduje sa konfiguraény server v sieti

= Spravne nakonfigurovany VLAN Membership Policy Server (VMPS).
New
node VLAN 1

e

S S

MAC address
checked in database

VLAN
configuration
server




Rozdelenie rozsahov VLAN na Cisco
Access prepinacoch

= Normal Range VLANSs
= VLANYy su identifikované VLAN ID 1 - 1005
= |ID od 1002 do 1005 su rezervované pre Token Ring a FDDI VLAN

= VLAN ID 1 a 1002 az 1005 su automaticky vytvorené a nemozu byt
zmazaneé

= Konfiguracia VLAN je ulozena v databaze tvorenej suborom vlan.dat
vo Flash pamati

= Extended Range VLANS
= identifikované VLAN ID 1006 — 4094
= UrCené pre providerov na rozSirenie sluzieb
= Maju menej moznosti nastavenia ako Normalne VLAN
= SU ulozené v running-config

= Konfigurovatelné len ak je switch
= vtp mode transparent pri VTPv1 a v2
= VTPv3 podporuje v lubovolnom mode

= Cisco Cat2960 podporuje do 255 normalnych a rozsSirenych VLAN



VLAN ranges

VLAN Ranges | Range Use VTP
Propagated
0, 4095 Reserved | For system use only. VLANs cannot be seen orused. | —
1 Normal Cisco default VLAN. This VLAN can be used but not Yes
modified or deleted.
2-1001 Normal These VLANSs can be created, used, and deleted. Yes
1002-1005 Normal Cisco defaults for FDDI and Token Ring. These Yes
cannot be deleted.
1006-4094 Extended For Ethernet VLANs only. No

Layer 3 ports and some software features require
internal VLANSs. Internal VLANs are allocated from
1006 and up. You cannot use a VLAN that has been
allocated for such use. To display the VLANs used
internally, enter the show vlan internal usage
command.

Switches running Cisco Catalyst product series
software do not support configuration of VLANS
1006-1024. If you configure VLANs 1006-1024,
ensure that the VLANs do not extend to any
switches running Cisco Catalyst product series
software.

You must enable the extended system ID to use

extended-range VVLANS.




Interna praca switcha s VLAN

= Implementovanie podpory VLAN z pohladu logiky
switcha je relativhe jednoduché

= MAC tabulka sa rozsiri o stipec VLAN

= Riadok MAC tabulky bude teda obsahovat informacie v tvare
<VLAN> <MAC> <Port>

= Ramec vchadzajuci portom bude spracovany podla
tohto postupu:.

= Ak je jeho MAC adresa neznama, zaznaci sa do tabulky
vratane VLAN, do ktorej patri pristupovy port, ktorym ramec
vosiel

= Prijemca sa bude hladat’ len medzi tymi riadkami MAC

tabulky, ktoré maju zhodné Cislo VLAN ako port, ktorym ramec
vosiel



Spoésob navrhu VLAN

= VLAN poskytuju vynikajucu flexibilitu
= Nech sa pouzivatel vo firemnej sieti nachadza kdekolvek,
moze byt stale vo svojej VLAN
= Tato flexibilita vSak vedie k tomu, ze VLAN sa
rozprestiera nad celym campusom
= Neprehladné, zle udrziavatelné riesenie

= To viedlo k definovaniu dvoch zakladnych paradigiem,
ako sa VLAN vlastne maju vytvarat a ohranicovat

= End-to-End VLAN
= _ocal VLAN



End-to-End VLAN (Campuswide)

Povodny koncept, ktory odrazal pravidio 80/20
=Ktoré uz dnes kvoéli centralizacii serverov a Internetu neplati

VLAN sa rozprestieraju po celej sieti naprie€ Access, Distro a Core
vrstvou

=Uzivatel v Tlubovolnej Casti siete je stale v tej istej VLAN

Uzivatelia zgrupovany skor funkcionalne nez geograficky
Vyhody
= Extrémna flexibilita uzivatelov

= Prevadzka je prepinana a nie smerovana
= M6zem definovat specialne VLAN podfa ucelu (Voice, mcast, visitor)

Nevyhody
=Komplikovany manazment (siete, uzivatelov, tokov, STP, diagnostika)
= VLAN definicia na vSetkych prepinacoch
= Broadcast a unknown cast ide naprie¢ Distro a Core vrstvou

= Potencionalne pri L2 sluckach plytvanie zdrojov (BW a CPU) Distro a Core
Vrstvy

= VVzhladom na rozprestretie VLANy a uzivatelov tazSia diagnostika
*Implementacia sa neodporuca, ak nie je na to dobry dévod



Local VLAN

= VLAN konCi v rozvadzaci (wiring closet)

= Odraza skor fyzické alebo geografické Clenenie siete
* Preto nazyvané aj geografické VLAN

= Odraza pravidlo 20/80
= Centralizacia serverov a internetového pristupu

= VLAN je ohraniCena pristupovym a distribucnym
prepinacom v jednom rozvadzaci
= Distribucny prepinac pomocou L3 switchingu umoznuje
prestup do inej VLAN
= Local VLANSs su v sucasnosti odporucany pristup

= MensSi rozsah VLAN znamena jej lepSiu spravovatelnost,
mensiu ,failure domain®, jednoduchsie zabezpecenie
redundancie atd.



Vyhody Local VLAN

= Priamociary dizajn
= |2 a L3 cesty, ktorymi potecu

data, su jednoduchsie " Upkiks
, ] VLANs 1,10 VLANSs 2, 20 VLANS 5, 50 VLANS 6, 60
m — W= — W —=
Aktivhna redundancia — = ,

= (R)PVST alebo MSTP " 3. ‘ VLANS7,70_2 "\ VLANs 2,60
= IGP, FHRP
= Vysoka dostupnost’ aruen PN

= Redundancia

OhraniCenie vyskytu chyb
= MenSie skupiny pouzivatelov

Skalovatelny dizajn
= Jednoducho rozsiritelny




VLAN — Odporuéania pri

navrhu VLAN




Porozumej sietovym tokom a sluzbam

= Naplanuj/poznaj VLAN a ich ucel

= Dohlad a administracia (CDP, SNMP, RMON)

= |P telefonia
= Signalizacia a hlasova prevadzka
= Vytvorenie separatnych VLAN pre hlas, oddelenie od dat
= Umiestnenie zariadeni (zariadenie pre VolP musia byt

trvale dostupné)

= |P multicast
= Podpora potrebnych protokolov (IGMP, PIM)
= Kontrola nad multicast tokmi
= VVyber Rendezvous Point

= Bezné data

= ,Scavenger® data
= Data prekracujuce isty kontrakt, napr. objem
= Vlastna QoS trieda



VLAN dizajn — adresovanie

Core

4011.0101.4.0/24 10.21.0-10.2.4.024 10.3.1.0-10.3.4.0/24
IT, Human Resources Sales, Marketing Finance, Accounting

= Alokuj IP adresny priestor v suvislych blokoch
= Aby sa dala vyuzit' ,Route summarization®

= Alokuj jednu IP subnet per VLAN
= Minimalizujes$ chyby pri pridefovani adries

= Dana VLAN by nemala prekraCovat Core vrstvu
= Eliminacia Bcast a Unknown cast
= Urci/ujasni, kde ktoré VLAN budu definované



Odporucane technologie

o FaSt Ethernet I .................... E

= Koncoveé zariadenia
K pristupovemu switchu

= 1 GigaEthernet

= Prepoj medzi
access/distro

100 Mbps —&me| = =~ [e>—1 Gbps

= Pripojenie serverov = PrepinacCe s Frime_ran ym vykonom,
hustotou portov a ich typmi
=10 GigaEthernet = Zvazit rast siete v buducnosti

= Medzi access/distro prepinacmi dodrzat
agregaciu na urovni mensej ako 20:1

¥ g = Medzi distro/core prepinaCmi dodrzat
. Vyu2|t|e EtherChannel agregaciu na L’Jrovrr)li rﬂenéej ako 4:1

= Najma v core vrstve



VLAN konfiguracia -

priprava




Overenie zakladnej konfiguracie prepinaca
show running-config

Switch>enable
Switch#show running-config
Building configuration...

Current configuration : 1215 bytes
!
version 12.2
service config
no service pad
service timestamps debug uptime
service timestamps log uptime
service password-encryption
!
hostname Nejake ine meno
!
. Output omitted ...
!
!
interface FastEthernet0/1
!

interface FastEthernet0/2
1

interface FastEthernet0/3




Overenie zakladnej konfiguracie prepinaca
show vlan

Switch#show vlan

VLAN Name Status Ports

1 default active Fa0/l1l, Fa0/2, Fa0/3,
Fa0/4, Fa0/5, Fa0/6,
Fa0/7, Fa0/8, Fa0/9,
Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,
Fa0/l16, Fa0/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio0/2

2 Nejaka vlana active

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

. Output omitted ...




Overenie zakladnej konfiguracie prepinaca
show flash

Switch#fshow flash
Directory of flash:/

2 -rwx 616 Mar 1 1993 00:01:17 +00:00 wvlan.dat

7 drwx 192 Mar 1 1993 00:06:41 +00:00 c2960-
lanbase-mz.122-35.SE5

32514048 bytes total (24179200 bytes free)




Zaciatok konfiguracie prepinaca
- zZmazanie cudzej konfiguracie

3 Pred zaCiatkom prace ak tam ostala cudzia konfiguracia mézeme
vymazat nastavenia prepinaCa nasledujucim spésobom

= Potrebné vymazat vSetky VLAN informacie vymazanim VLAN databazy
vlan.dat z Flash pamate

. delete vlan.dat
s POZOR: nerobit erase flash:
m Zmaze 1OQS!II

Switch#show flash
Directory of flash:/

2 -rwx 616 Mar 1 1993 00:01:17 +00:0
7 drwx 192 Mar 1 1993 00:06:41 +00:00 cZ960=Ianbase-

mz.122-35.SE5

32514048 bytes total (24179200 bytes free)
Switch#f{delete vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]

Switch#




Vymazanie prepinaca pripojeného do
vacsej zivej siete

= M6ze nastat situacia kedy zmazane VLAN (vlan.dat)
sa ham neustale nanovo objavuju na prepinaci

(znovu naucenim)

Switchficonf t

Switch (confiqg) #

Switch (config) #interface range FastEthernet 0/1 -24
Switch (config-if-range) #shutdown

Switch (config-if-range) #interface range GigabitEthernet
0/1 -2

Switch (config-if-range) #shutdown

15:45:59: SLINK-5-CHANGED: Interface GigabitEthernet0/2,
changed state to administratively down

Switch (config-if-range) #exit

Switch (config) #vtp mode transparent

Setting device to VTP TRANSPARENT mode.

Switch (config)#no vlan ID VLANY




Implementacia

statickych VLAN




Postup pri vytvarani VLAN

= Postup:
1. Vytvorenie VLAN
2. Overenie VLAN konfiguracie
3. Priradenie portu/portov prepinaca do VLAN
4. Overenie konfiguracie portov prepinaca
5. Overenie funkcnosti VLAN

= Qverenie adresy KZ
= ping
6. Implementacia zabezpecCenia VLAN a prepinaca

= Napr. nova manazment VLAN

= Parkovacia VLAN (inactive)
Kde priradim vSetky nepouzité porty



Vytvorenie VLAN — Globalny méd or VLAN
konfiguracny mod

Switch#ficonf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan 2

Switch (config-vlan) #name Uctaren

Switch (config-vlan) #vlan 3

Switch (config-vlan) #fname Marketing

Switch (config-vlan) #fend

Switch#

alebo

Switchi#ticonf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#vlan 2

Switch (config-vlan) #fname Uctaren

Switch (config-vlan) #fexit

Switch (config) #vlan 3

Switch (config-vlan) #name Marketing

Switch (config-vlan) #fend

Switch#

Preferovana cesta, zmeny hned’, konfiguracia normal aj extended range VLAN



Zobrazenie aktualnej VLAN konfiguracie

Switch#show vlan

1 default active Fa0O/1, Fa0/2 ,Fa0/3,
Fa0/4, Fa0/5, Fa0O/é6,
Fa0/7, Fa0/8, Fa0/9,
Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,
Fa0/16, Fa0/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23, Fa0/24

Gi0/1, Gi0/2

2 Uctaren active
3 Marketing active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

. Output omitted ...

= Cisco prepinacCe defaultne maju len VLAN1 (typ Ethernet, MTU
1500B)

= Tzv. Manazment VLAN do ktorej su asociované vSetky fyzické porty



Priradenie portu prepinaca do VLAN -
access port

= Koncovy systém (KS) je pripojeny na prepinany port

Priradenie KS je vytvorené asociovanim portu do jednej VLAN =
Access port

Access port
= Asociovany len s jednou VLAN.

= Asociovana VLAN musi existovat vo VLAN database
= |InacC port neforwarduje data (je neaktivny) NIE JE PRAVDA!!!!

= KS zdiela IP adresu (prefix) s inymi KS v danej VLAN.

Asociovanie

= Statické asociovanie
= Konfiguraciou
= Dynamické asociovanie
= Na zaklade MAC adresy KS pripojeného na port

= Musi existovat VLAN Membership Policy Server (VMPS) na ur€enie do
ktorej VLAN treba KS zaradit.



Priradenie portu prepinaca do VLAN

Switch#fconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int fa 0/1

Switch (config-if) #switchport mode access

Switch (config-if) #switchport access vlan 2 T

Switch (config-if) #exit Vytvorenie access

Switch (config) #int fa 0/2 portu a asociovanie
Switch (config-if) #fswitchport mode access portu s VLAN

Switch (config-if) #switchport access vlan 3
Switch(config-if) #end

Switch#show vlan
VLAN Name Status Ports
1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6,

Fa0/7, Fa0/8,
Fa0/9, Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,Fa0/1l6,
Fa0/17, Fa0/18, Fa0/19,Fa0/20,
Fa0/21, Fa0/22, Fa0/23,Fa0/24,
Gi0/1, Gio/2

2 Uctaren active Fa0/1

3 Marketing active Fa0/2




Priradenie rozsahu portov prepinaca do
VLAN - overenie konfiguracie

Switchf#iconf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #interface range fa 0/1 - 5

Switch (config-if) #switchport mode access

Switch (config-if) #switchport access vlan 2

Switch (config-if) #end

Switch#sh vlan

VLAN Name Status Ports

1 default active Fa0/6, Fa0/7, Fa0/8, Fa0/9,
Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,
Fa0/1l6, Fa0/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio/2

2 Uctaren active Fa0/1, Fa0/2, Fa0/3, Fa0/4,
Fa0/5




Preradenie portu prepinaca do inej VLAN

Switch#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)i#int fa 0/1

Switch (config-if) #switchport mode access

Switch (config-if) #switchport access vlan 2
Switch(config-if) #no switchport access vlan 2

Switch (config-if) #switchport access vlan 3

Switch#show vlan
VLAN Name Status Ports
1 default active Fa0/3, Fa0/4, Fa0/5, FaO/6,

Fa0/7, Fa0/8,
Fa0/9, Fa0/10, Fa0/11, Fa0/1l2,
Fa0/13, Fa0/14, Fa0/15,Fa0/1l6,
Fa0/17, Fa0/18, Fa0/19,Fa0/20,
Fa0/21, Fa0/22, Fa0/23,Fa0/24,
Gi0/1, Gio0/2

2 Uctaren active

3 Marketing active Fa0/1




Iny postup vytvorenia VLAN a priradenia
portu do VLAN

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #int fa 0/1

Switch (config-if) #switchport mode access

Switch (config-if) #switchport access vlan 2

% Access VLAN does not exist. Creating vlan 2

Switch (config-if) #end

%SYS-5-CONFIG_I: Configured from console by console

Switch#sh vlan
VLAN Name Status Ports
1l default active Fa0/2, Fa0/3, Fa0/4, Fa0/5

Fa0/6, Fa0/7, Fa0/8, Fa0/9,
Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,
Fa0/16, Fa0/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

2 VLANO0002 active Fa0/1




Overenie VLAN konfiguracie a priradenia
portov

Switchi#fsh int INT SPEC switchport
Switchitshow vlan

Switchf#fshow vlan brief
Switch#fshow vlan id ID VLANY
Switch#fshow vlan name MENO VLANY
Switch#show vlan summary

Switch#sh run vlan




Overenie VLAN konfiguracie a priradenia
portov

Switch#fsh int fa 0/1 switchport

Name: FaO/1

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 2 (VLANO0O0O02)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlqg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Appliance trust: none




Zmazanie VLAN konfiguracie

! Erase vlan.dat - spominane
Switchfidelete flash:vlan.dat

! Removes VLAN 5 from the VLAN database
Switch (config)#no vlan 5

! Removes port from VLAN 5 and reassigns it

! to the default VLAN (vlanl ?7?)
Switch (config)#interface fastethernet 0/5
Switch (config-if) #no switchport access vlan 5




Defaultné nastavenie rozhrania

= \/ratenie default nastavenia na rozhranie

Switch (confiqg) #default interface interface-id

Napr.

Switch (config)#default interface fa 0/1

= \/ratenie default nastavenia na viac rozhraniach naraz

Switch(confiqg)# default interface range fa 0/1 - 24




Prepajanie VLAN

Trunking
mechanizmy a
protokoly




Intra VLAN komunikacia -
Dedikovane porty

Dedikované port
\

Predpokladajme dva \|/LAN 3 | Na komunikaciu Na inter VLAN
prepinace s medzi prepinacmi komunikaciu
nakonfigurovanymi 3 a VLAN ur€ime potrebujeme smerovac.
VLAN-ami. Ako separatne fyzické Na smerovaci pre
zabezpecit ich porty pre kazdu kazdu VLAN vyhradené
prepojenie? VLAN. rozhranie (port).




Intra VLAN komunikacia -
Trunking

VLAN 2 | VLAN 3 | VLAN 1

Trunk = Ako rozlisit’ v = Rozlisenie
- Fyzicka alebo logicka linka multiplexovanom znackovanim
medzi prepinacmi toku do ktorej ramcov podla
« Ramce sa multiplexuju cez VLAN patria ktoré VLAN
Trunk ramce?

= Tzv. TAGGING



Trunking

= Trunking
= Poskytuje efektivnu cestu pre komunikaciu medzi prepinaémi
= Spbsob ako poskytovat’ cestu datam viacerych VLAN cez ,internetwork®
= VLAN Backbone

= Trunk

= Fyzicka alebo logicka (etherchannel) linka
= ,Prenosovy kanal medzi dvoma bodmi*
Tvori ,backbone” pre rézne Virtualne LAN (VLAN) v prepinanej LAN sieti
Prepaja prepinace navzajom
= Pre potreby Intra VLAN komunikacie
Prepaja prepinac (-e) so smerovacom (-Emi)
= Pre Inter VLAN komunikacie
Ramce réznych VLAN su na trunk-u multiplexované
Byva sucastou tzv. Native VLAN
= Ramce native VLAN prechadzaju trunk-om neznackovaneé
= Oba konce trunk-u musia byt’ v tej istej Native VLAN



Trunk protokoly

= Trunk protokoly

= Vyvinuté ako efektivne prostriedky prenosu ramcov réznych VLAN cez
fyzicku linku

= UrCuju akym spdsobom budu ramce multiplexované

= Dve znaCkovacie schémy (tagging schemes)

= |SL (Inter-Switch Link Protocol):
= Proprietarny CISCO protokol

= Optimalizovany pre Cisco zariadenia
= Problémy s kompatibilitou

= Definuje enkapsulaciu ramcov cez trunk
= Kramcu je pridana nova hlavicka s VLAN ID informaciou
= |EEE 802.1q:
= ZnacCkovaci VLAN standard
= Velmi dobra kompatibilita zariadeni réznych vyrobcov
= Preferované pouzitie
= Nazyvany aj dotl.q



IEEES02.1q

Virtual Bridged Local Area Networks



IEEE 802.10Q

= 802.1Q je otvoreny IEEE Standard pre trunk prepoje
= Zabezpecena interoperabilita zariadeni réznych vyrobcov
= Poskytuje mensi overhead ako ISL
= Podporuje QoS cez 802.1p

= Podstatou Standardu je pridanie novej 4B znacCky (tagu) do ramca
prenasaného na trunku

= Znacka identifikuje VLAN, do ktorej ramec patri
= Znacka je vlozena do vnutra ramca, nejde o enkapsulaciu

= Znacka sa pridava
= Medzi pole Source MAC a pole Type/Length
= Do (skoro) vSetkych ramcov na trunku

= Pridanie znaCky znamena zmenu obsahu ramca, Co znamena
prepocCitanie FCS



IEEE 802.1q

= Odosielajuci prepinac
= Vlozi 4B tag do ramca
= Prepocita FCS
= Posle ramec cez trunk

= Prijimajuci trunk prepinac (druha strana)
= Skontroluje FCS
= Analyzuje hodnotu tagu a odstrani ho z ramca
= Prenasa ramec vo VLAN danej hodnotou tagu

= Koncoveé stanice o tomto znackovani nevedia

= Na pristupové (access) porty sa ramec dostane v pévodnom
tvare bez znaciek, pre stanice je cely proces transparentny



802.1g — Intra VLAN komunikacia

BRIDGING TABLE

for VLAN1

00-50-DA-0D-F5-2D

00-50-04-7C-2B-01

VLAN 1

Priklad:

Komunikacia medzi stanicami
vo vnutri VLAN (Intra VLAN) na
to istom prepinadi

-Prepinac prijme ramec na
vstupnom porte (VLAN Access
port).

-prezrie Bridging table for VLAN 1

-prepne ramec na vystupny port

Ramec nie je pozmeneny
(zna€kovany) nakol'ko

nevstupuje natrunk port!
- Ramec je prepnuty ako na beznom
prepinaci.




802.1g — Intra VLAN komunikacia

VLAN 1

VLAN 1

VLAN 1

S
O

33

e

runk

ramec

~N
.&\4
B

RIDGING TABLE
for VLAN2

00-50-DA-0D-F5-2D
00-50-04-7C-2B-02 T

Priklad:
Komunikacia medzi
stanicami vo vnutri
VLAN (Intra VLAN)
na réznych
prepinacoch.

-PrepinacC prijme ramec na
vstupnom porte (VLAN Access
port).

-prezrie Bridging table for VLAN 2
-ramec musi byt prepnuty cez trunk
-vlozi Tag, identifikujuci, Ze ramec je
pre VLAN 2 (2)

- Prepne ramec na trunk port

-Prijimajuci prepinac
prijme ramec
-prezrie Bridging table

-ak cielova stanica je na

jeho porte
-odstrani Tag
-prepne ramec

Ramec je
pozmeneny
(zna€kovany)
nakolko vstupuje
na trunk port!




802.19 — Inter VLAN komunikacia

Priklad:
Komunikacia medzi
stanicami v réznych
VLAN (Inter VLAN)




802.1q format ramca

Dest. Address | Source Addr. | VLAN tag | =en9t/ FCS
Type Data (46 - 1500B
(6B) (6B) 4B) | 28 : : (4B)
. Priority CFlI .
TPID (16bit) (3bit) (1bit) VID (12bit)

TPID (Tag Protocol Identifier): 16 bitov

= |dentifikuje ramec ako IEEE802.1q ramec

= Nastavena hodnota 0x8100 pre tagovany ethernet
Priority: 3bity

= Indikuje prioritu ramca podla prioritizacnej schémy 802.1p

= Pouzité na prioritizaciu ramcov

CFIl (Canonical Format Indicator): 1bit

= Pouzité v FDDI

= CFI=0: MAC adresa je v kanonickom formate

= CFI=1: MAC adresa nie je v kanonickom formate

VID (VLAN ldentifier): 12 bit
= Jednoznacne a jedinecCne identifikuje VLAN do ktorej patri ramec
= 4096 VLAN moznych (0-4095)



Nativna VLAN
= Pri 802.1Q je Ciscom definovana tzv. nativha VLAN

= Tato VLAN nepouziva na trunku znacky (ako jedina)

= Kazdy trunk port ma svoju vlastnu nativhu VLAN (t.j. dva r6zne
trunk porty mézu byt v réznych nativhych VLAN)

= Ak ramec patri do nativnej VLAN, potom pri odoslani trunk
portom znacCku nedostane

= Ak ramec prijaty na trunku nema znacku, switch ho zaradi do
nativnhej VLAN

= Pri 802.1Q musia byt oba konce trunku v tej istej
nativhe] VLAN

= Standardne je to VLAN 1

= Evidentne, ak budu konce trunku patrit' do réznych nativnych
VLAN, potom sa tieto VLAN ,zleju” do jedne;



Konfiguracia trunkov




Konfiguracia Trunk-u

*Trunk m6zeme konfigurovat
*Manualne (Staticky)
*Dynamicky

= Dynamic Trunking Protocol (DTP)
= Allows dynamically negotiate trunk creation



Staticka konfiguracia trunk portu Cat2950

& cisco - HyperTerminal '._ E'E'
File Edit Wiew Cal Transfer Help

[ = Z? =0 B Y

Switchf#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#int gi 1/1

Switch (config-if) #switchport mode trunk

£ |
Connecked 0;01:39 Auto dekect TCP/IP




Doplnkove konfiguracie portu

! Zadefinovanie novej NATIVE VLAN
Switch (config-if) #switchport trunk native wvlan 99

! Povolenie traverzovat trunk len urcitym VLAN
Switch (config-if) #switchport trunk allowed wvlan ?

WORD VLAN IDs of the allowed VLANs when this port is in trunking
mode

add add VLANs to the current list

all all VLANs

except all VLANs except the following

none no VLANs

remove remove VLANs from the current list




Overenie konfiguracie trunku

Switch#sh int trunk

Port Mode Encapsulation Status Native vlan
Gigl/1 on 802.1q trunking 99

Gigl/2 auto 802.1q trunking 99

Port Vlans allowed on trunk

Gigl/1 1-1005

Gigl/2 1-1005

Port Vlans allowed and active in management domain

Gigl/1 1,99,1002,1003,1004,1005

Gigl/2 1,99,1002,1003,1004,1005

Port Vlans in spanning tree forwarding state and not pruned
Gigl/1 1,99,1002,1003,1004,1005

Gigl/2 1,99,1002,1003,1004,1005

Switch#




Overenie konfiguracie trunku

Switch#sh int gi 1/1 trunk

Port Mode Encapsulation Status Native vlan
Gigl/1 on 802.1q trunking 99

Port Vlans allowed on trunk

Gigl/1 1-1005

Port Vlans allowed and active in management domain

Gigl/1 1,99,1002,1003,1004,1005

Port Vlans in spanning tree forwarding state and not pruned
Gigl/1 1,99,1002,1003,1004,1005

Switch#




Overenie konfiguracie trunku

Switch#sh int gi 1/1 switchport
Name: Gigl/1

Switchport: Enabled
Administrative Mode: trunk
Operational Mode: trunk

Administrative Trunking Encapsulation: dotlqg
Operational Trunking Encapsulation:
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 99 (Manazment siete)
Voice VLAN: none

host-association:
mapping: none

Administrative private-vlan
Administrative private-vlan

none

Prikaz switchport
mode trunk
umiestni port do
trvalého trunking
maodu

DTPg'e stale )
spusteneg, ak druha
strana je )
konfigurovana ako
trunk, dynamic
desirable, or
dynamic auto )
UNK sa vytvori

Administrative
Administrative
Administrative
Administrative

Trunking VLANs

Operational private-vlan:

private-vlan
private-vlan
private-vlan
private-vlan

Enabled: ALL

Protected: false
Appliance trust: none

trunk native VLAN: none
trunk encapsulation: dotlqg
trunk normal VLANs: none
trunk private VLANs: none

none

Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL




Jedna strana static trunk a druha static access

Fa0/7 Fa0/7 K
~ N
N
Fa0/8 Fa0/8
ALS1

DLS1 (config) #int ran fa 0/7 - 8
DLS1 (config-if-range) #switchport trunk encapsulation dotlg
DLSl#config—if—range)#switchport mode trunk

DLS1l#sh int trunk

Port Mode Encapsulation Status Native wvlan
Fa0/7 on 802.1q trunking 1

Fa0/8 on 802.1q trunking 1

ALS1l#sh int trunk

Port Mode Encapsulation Status Native wvlan
Fa0/7 on 802.1qg trunking
Fa0/8 on 802.1qg trunking 1

ALS1 (config) #int fa 0/8
ALS1 (config-if) #switchport mode access
ALSléconfig—if)#“Z

ALS1l#sh int trunk
Port Mode Encapsulation Status Native wvlan
Fa0/7 auto 802.1qg trunking

DLS1l#sh int trunk

Port Mode Encapsulation Status Native vlan

Fa0/7 on 802.1q trunking 1

Fa0/8 on 802.1q trunking 1




Dynamic Trunking

Protocol (DTP)

Automatické dohodovanie vytvorenia
trunku



-
DTP - Dynamic Trunking Protocol

= Cisco proprietarny protokol

= Umoznuje automaticke dohodovanie vytvarania
trunkov zasielanim DTP ramcov medzi
prepinacmi

= Defaultne je spustany na Cisco zariadeniach
= Ktoré ho podporuju
= Nie vSetky Cisco zariadenia podporuju DTP

= Nijako neovplyvnuje moznost statickeho zostavenia
trunku Ci Cinnost trunku



Operacné mody DTP

= Dynamic Auto
= Default méd na Cat2960

= Lokalny port prepinaCa oznamuje druhej strane, ze je schopny byt trunkom,
ale nevyzaduje prechod do trunk moédu

" Switch(config-if) #switchport mode dynamic auto

Dynamic Desirable
= Default moéd na Cat2950

= Lokalny port prepina€a oznamuje druhej strane, ze je schopny byt trunkom,
a vyzaduje od druhej strany aby sa stala trunkom

" Switch(config-if) #switchport mode dynamic desirable

Nonegotiate
= Vypnutie DTP na porte prepinaca
= Ziadne DTP ramce nebudu posielané
" Switch(config-if) #switchport nonegotiate

Trunk (,,On")
= Vytvori trunk bez ohladu na DTP ziadosti suseda alebo stav portu suseda

Access (,,Off*)
= Trunk nie je povoleny na tomto porte



Operacné mody DTP — €innost’

K\t

Gi 1/1
-

Gil/1

/

Dynamic Auto = Dynamic Desirable [Trunk Access
Dynamic Auto Access Trunk Trunk Access
Dynamic Desirable [Trunk Trunk Trunk Access
Trunk Trunk Trunk Trunk Not recommended
Access Access Access Not recommended Access

= DTP ma sluzit na uvodny rozbeh siete, po ustaleni sa

odporuca:

= porty staticky nastavit’ ako trunk/access

= DTP deaktivovat pomocou switchport nonegotiate

= Zapnuta dynamicka negociacia trunku na portoch, kde nema byt méze

viest k utokom na siet.




DTP — statik trunk vs dynamic auto

Fa0/7 Fa0/7 R
~ N
N
Fa0/8 Fa0/8

DI S1

ALS1

DLS1 (config) #int ran fa 0/7 - 8

DLSlEfo?fig—if—range)#switchport trunk encapsulation
ot

DLS1 congag—if—range)#switchport mode trunk

DLS1l#sh int trunk

Port Mode Encapsulation Status
FaO/l on 802.1q trunking
FaO/% on 802.1q trunking

DLS1#sh int fa 0/7 switchport
Name: Fa0/7
Switchport: Enabled
Administrative Mode: trunk
Operational Mode: trunk
Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none
Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN
tagging: enabled
Admigfsgrative private-vlan trunk encapsulation:
ot
Administggtive private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001

ALS1l#sh int trunk

Port Mode Encapsulation Status
Native

FaO/a auto 802.1q trunking

FaO/% auto 802.1q trunking

ALS1l#ish int fa 0/7 switchport

Name: Fa0/7

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: trun

Administrative Trunking Encagsulation: dotlqg
Operational Trunking Encapsulation: dotlqg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk Native VLAN tagging:

enabled

Administrative private-vlan trunk encapsulation: dotlg

Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001




Diagnostika

problemov




Hl'adanie problemu na L2 sietach

fink connection
QK7

Fix any prablems Fix any problems Check with COPE, fix
with switch hardware with config statemants any cabling problams

Flx amy YLAN, spamning-  Flx any swich trunking
trea, or intermediate routar or 151 configuraton
problems prahlems



Hl'adanie problemu vo VLAN

Router
and swilch
configuration

okay?

Check with COP, Fix any problems Fix any lrunking or
fix any cabling with inconsistent |SL configuration
or duplex problems  configuration stalements problems

Fix any VLAMN,
spanning-iree, or
inter-VLAM problems



Chyby vyplyvajuce zo zle konfigurovanej
nativhej VLAN

= Native VLAN
= Native VLAN musi byt zhodna na oboch koncoch trunku
= Standardne je VLAN1 pouzita ako native VLAN.
= Z hladiska bezpecCnosti je vhodné vybrat za native VLAN
samostatnu uplne nepouzivanu VLAN
= Mozné problémy pri nezhode nativhych VLAN:
= M6ze dojst k vytvaraniu Layer 2 sluCiek
= DGjde k pretekaniu dat z jednej VLAN do druhej
= Cisco switche pomocou CDP a STP deteguju nezhodu

native VLAN a port doCasne zablokuju, pokym problem
nebude odstraneny



Typickeé chyby pri VLAN a trunkoch

= Nesedia nativhe VLAN na oboch koncoch trunku

%CDP—4—NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on
GigabitEthernetl/1 (99), with Switch GigabitEthernetl/1 (1).
%CDP—4—NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on
GigabitEthernetl/1 (99), with Switch GigabitEthernetl/1 (1).

= Zlyhanie vytvorenia trunku

= Nesedia automat. trunk mody alebo statické trunk resp. access nastavenia na
réznych koncoch trunku

= Na jednej strane switchport access a na druhej switchport trunk
= Na jednej strane switchport access na druhej DTP auto or desirable

= PrepinacCe nie su v tej istej VTP domeéne
= Rozdielna enkapsulacia na koncoch trunku

= Nespravne nastavenie L3 adresacie nad VLAN
= Strata IP konektivity or neStandardné spravanie

= Nespravne nastaveny zoznam povolenych VLAN nad trunkom
= Chyba povolenie VLAN, ktora si to vyzaduje
= Strata konektivity or neStandardné spravanie



“Best practises” pre VLAN dizajn

Pouzi Local VLAN model
= Per Access switch block pouzi max od 1 do 3 VLAN
= VLAN definuj len na skupine access prepinacov a distro prepinacov

Nepriraduj nepouzité porty do VLAN 1 (pouzi ,blackhole® VLAN)

= blackhole® VLAN nema routing polozku, je izolovana
= Pouzivana ako ,penalty” box

Ak sa da separuj Voice, data, multicast, manazment, native, default a
blackhole VLAN

= Prilocal VLAN sa vyhni pouzivaniu VTP
= Pre trunk porty vypni DTP, a pouzi dot1.q, nie ISL

= Manualne konfiguruj Access porty

= Zabran prevadzke z VLAN 1 okrem manazmentu
= CDP, DTP, VTP, STP, SSH, PaGP, LACP, apod.

= Nepouzivaj Telnet



Virtual Trunking

Protocol (VTP)




Virtual Trunking Protocol (VTP)

Je Cisco proprietarny protokol
= Vyvinuty za uCelom distribucie a synchronizacie VLAN databaz cez siet
= Minimalizuje konfiguracné chyby alebo inkonzistenciu v definicii VLAN
= typy VLAN, duplicita mien

VTP spravy sa prenasaju vyluCne cez trunk porty
= Pouziva dotlq or ISL ramce
= Prenasané cez manazment VLAN (def. VLAN 1)

Tri verzie
= VTPv1 a VTPv2 boli donedavna dominantné

= VTPv3 bolo pévodne podporované len na high-end switchoch, od verzie IOSu
12.2(52)SE je k dispozicii na vSetkych Catalyst switchoch

= VTPv1 a VTPv2 prenasaju iba info o VLAN 1-1005
= VTPv3 prenasaju info o vSetkych VLAN

Catalyst podporuje verzie VTP 1, 2, 3

=\/2 je najbeznejSia, ale default je v rezime v1
= Navzajom nekompatibilné



Rozdiely medzi VTP verziami

= VTPv2 pridava oproti VTPv1 tieto funkcie:
= Podpora pre Token Ring VLANS

= Podpora neznamych TLV vo VTP spravach (VTPv2 tieto TLV ulozi a
preposle, aj ked im nerozumie; VTPv1 ich zahodi)

= VTPVv2 Transparent switch Bregosiela VTP spravy bez kontroly nazvu
domény alebo verzie (1 alebo 2)

= Kontrola konzistencie VLAN databazy sa realizuje iba pri
konfiguraCnom zasahu, nerobi sa pri prijati VTP sprav

= VTPv3 pridava oproti VTPV2 tieto funkcie:
= Podpora extended-range VLANSs (1025-4094), Private VLANs
= ZlepSena autentifikacia
= Ochrana proti nezelanému prepisaniu domény

= Akceptuju sa spravy len od primarneho servera s vySSim rev. #
= Backup server zalohuje active server, nemoze vSak ni¢ menit

= Moznost deaktivovat VTP na vybranom porte

= VTPV3 je zovSeobecneny protokol na distribuciu obsahu fubovolne;
databazy

= Ako jedna z aplikacii je synchronizacia MSTP konfiguracie



Vyhody pouzitia VTP

Pass
Through

Ok, | Just
Learned
VLAN 50!

Ok, | Just
Learned

VLAN 50!

Trunk l =
Updates

= Zjednoduseny a konzistentny manazment VLAN naprieC
prepinanou sietou

= Ulahéené monitorovanie stavu VLAN

= Dynamické reportovanie aktualnych zmien v konfiguracii VLAN
sieti



VTP médy

Server
= M6ze modifikovat VLAN databazu s platnostou pre celu VTP doménu
= Spracovava a preposiela prijaté VTP spravy pre danu doménu
= Informacia o VLAN sa uklada iba do suboru vian.dat
Client
= Adaptuje sa na zmeny VLAN databazy, no sam nema pravo ni¢ modifikovat
= Spracovava a preposiela prijaté VTP spravy pre danu doménu
= |Informacia o VLAN sa uklada iba do suboru vilan.dat
Transparent
= Nie je skutocnym ¢lenom domény
= Preposiela VTP spravy, ale ignoruje ich obsah
= Ma vlastnu nezavislu VLAN databazu
= Ma vzdy VTP Cislo revizie 0
Off
= |gnoruje a nepreposiela VTP spravy (len VTPv3 alebo CatOS)



VTP doména

VTP Server

VTP domain 1 VTP domain 2
= |dentifikovana spoloChym menom

= Zdruzenie jedneého a viac prepinacov, ktoré budu
zdielat VLAN info a budu spolu komunikovat

= PrepinaC mo6ze byt len v jednej domene



Propagovanie VTP informacii

= VTP pouziva dva druhy VTP sprav (advertisements):
= Poziadavky od VTP klientov, ktori chcu info pri bootovani
= Qdpovede (inzercia) od VTP serverov

= VTP pouziva tri typy VTP sprav:
= Summary advertisements

= VTP server posiela sumarne VLAN info kazdych pat minut
=  Alebo ked bola zmena do VLAN databazy

= aj klient zasle po zapnuti
= Ako info €omu switch veri ohfadne VLAN

= Obsahuje zoznam manazment domén, VTP verzii, doménové meno,
konfiguracné revizne Cislo, Casovu znacku,

. Za nim nasleduju subset advertisements ak doslo k zmene vo VLAN DB
= Subset advertisements
= Nasleduje za Summary advertisements pri zmenach vo VLAN
= Obsahuje detailné info o VLAN-ach, ktorym sa zmenil nejaky parameter
= Jeden Subset advertisements per VLAN ID
= Advertisement requests

= Pouziva klient na vyziadanie VLAN info ak je prijaté update s vySSim
XTP Cislom ako zapamatané alebo switch bol resetnuty, alebo zmenena
omeéna

= VTP server odpoveda so susbet advertisements




VTP sprava

= VTP sprava je:
= Posielana na Mcast adresu 01-00-0C-CC-CC-CC (All-VTP)
= Enkapsulovana do 802.1q formatu Ethernet LLC/SNAP ramca

= Hlavi€ka
= Domain name - Identifikuje VTP doménu prepinaca.
= Domain name length — DiZzka doménového mena.

= Version — Verzia VTP, bud VTP 1, VTP 2 or VTP 3. Cat2960 podporuje VTP 1 a VTP 2.
1 a 2 su navzajom nekompatibilné.

= Configuration revision number — Aktualne Cislo revizie updatu.

= Telo

= Obsahuje fixné info:
= VTP domain name
= |dentita prepinacCa posielajuceho spravu, a ¢asovu znacku
= MD5 otlacok konfiguracnych parametrov VLAN
= Format ramca: ISL or 802.1Q
= Info pre kazdu konfigurovanu VLAN:
= VLAN IDs (IEEE 802.1Q)
= VLAN name
= VLAN type
= VLAN state
= Doplnkové informacie Specifické pre danu VLAN-u



Cinnost VTP

3. VTP propagates revision El/

4. Revision 8 upgrades
to revision 9.

5. VTP synchronizes the
new VLAN information.

Server

Client é

Transparent mode passes the VTP
advertisements but does not synchronize.

1. Administrator adds new VLAN.
“ 2. Revision 8 upgrades to revision 9.

Y. VTP propagates revision 9.

4. Revision 8 upgrades
to revision 9.

5. VTP synchronizes the

Client  ow VLAN information.



VTP pruning

Flooded -/
traffic is ——— S

pruped |
[ Switch 5
> >

Switch 6 Switch 3

Switch 1

switche Switch 3
Switch 1

Pruning Dis?bled . Pruning Enabled
= Zabranuje Sireniu broadcastu do smerov, kde

nie je potrebny (nie je port v danej VLAN)
= Trunk nesie vsetku prevadzku vsetkych VLAN
= Redukuje prevadzku Bcastu na sieti

= Konfiguruje sa len na VTP serveroch



Konfiguracia VTP




Zakladna konfiguracia VTP

1.
2.

Zisti/urci verziu VTP, ktora sa bude pouzivat/pouziva

Uréi doménu
= Hranice
= Meno: Znakovo citilivé

UrcCi v akom mode budu tie ktoré prepinace pracovat

= Qdporuca sa jeden, max dva VTP servery pre doménu,
ostatni su klienti

Urci heslo, ktorym bude dana doména zabezpecCena
= Heslo je MD5 Sifrované

Ak je potrebné zapni pruning



VTP konfiguracne prikazy

Switch (config) #vtp domain MENO DOMENY
Switch (config) #vtp mode {client | server | transparent}
Switch (config) #vtp password TVOJE HESLO

! Default je vtp v2 capable ale v mbéde vtp vl
! Kvoli kompatibilite
Switch (config) #ivtp version {1 | 2}

'Len na VTP serveroch
Switch (confiqg) #vtp pruning




Overenie ¢cinnosti VTP

Switchi#fsh vtp status

VTP Version 1 2

Configuration Revision : 0

Maximum VLANs supported locally : 64

Number of existing VLANs : 5

VTP Operating Mode : Server

VTP Domain Name : Null

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : Ox7D Ox5A OxA6 OxOE 0x9A
0x72 0xAO0 Ox3A

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00

Local updater ID is 0.0.0.0 (no valid interface found)




Overenie ¢cinnosti VTP

Switch#sh vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted
Subset advertisements transmitted
Request advertisements transmitted
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

OoocouUuUuINMNPRE,R

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device




Priklad konfiguracie

VTP domain cisco

Switchl Switch?2
VTP server VTP Client

'



Priklad konfiguracie

Switchl (config) #vtp mode server Switch2 (config) #vtp mode client
Device mode already VTP SERVER. Setting device to VTP CLIENT mode.
Switchl (config) #vtp domain cisco Switch2 (config) #vtp domain cisco
Changing VTP domain name from NULL to cisco Changing VTP domain name from NULL to cisco
Switchl (config) #vtp password cisco Switch2 (config) #vtp pass cisco
Setting device VLAN database password to cisco Setting device VLAN database password to cisco
Switchl (confiqg) #*2 Switch2 (config) #+2
%SYS-5-CONFIG_I: Configured from console by %SYS-5-CONFIG_I: Configured from console by
console console
Switchl#sh vtp status Switch2#sh vtp sta
VTP Version : 2 Switch2#sh vtp status
Configuration Revision : 0 VTP Version : 2
Maximum VLANs supported locally : 64 Configuration Revision : 0
Number of existing VLANs : 5 Maximum VLANs supported locally : 64
VTP Operating Mode : Server Number of existing VLANs : 5
VTP Domain Name : cisco VTP Operating Mode : Client
VTP Pruning Mode : Disabled VTP Domain Name : cisco
VTP V2 Mode : Disabled VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled VTP V2 Mode : Disabled
MD5 digest : 0x00 OxCE OxAD | VTP Traps Generation : Disabled
0x12 0xFO0 0x96 0x31 OxFO MD5 digest : 0x00 OxCE
Configuration last modified by 0.0.0.0 at 3-1-93 OxAD 0x12 OxFO 0x96 0x31 OxFO
00:02:37 Configuration last modified by 0.0.0.0 at 3-1-
Local updater ID is 0.0.0.0 (no valid interface 93 00:02:37
found) Switch2#




-
Priklad konfiguracie

Switchl (config) #vlan 10 Switch2#sh vtp status
Switchl (config-vlan) #name Testovacia VTP Version : 2
Switchl (config-vlan) #+Z Configuration Revision 01
%$SYS-5-CONFIG_I: Configured from console by Maximum VLANs supported locally : 64

console Number of existing VLANs : 6
Switchl#sh vtp status VTP Operating Mode : Client
VTP Version : 2 VTP Domain Name : cisco
Configuration Revision : 1 VTP Pruning Mode : Disabled
Maximum VLANs supported locally : 64 VTP V2 Mode : Disabled
Number of existing VLANs : 6 VTP Traps Generation : Disabled
VTP Operating Mode : Server MD5 digest : 0x02 OxE1l
VTP Domain Name : cisco 0x6C 0xC2 0x0D OxEE 0x8C Ox4F
VTP Pruning Mode : Disabled Configuration last modified by 0.0.0.0 at 3-1-
VTP V2 Mode : Disabled 93 00:07:17
VTP Traps Generation : Disabled Switch#sh vlan
MD5 digest : 0x02 OxEl1l 0x6C

0xC2 0xOD OxEE 0x8C O0x4F VLAN Name Status
Configuration last modified by 0.0.0.0 at 3-1-93 Ports

00:07:127 e e s
Local updater ID is 0.0.0.0 (no valid interface - T

found) e
Switchl#sh vlan 10 Testovacia active
VLAN Name Status

Ports
10 Testovacia active




Casté chyby pri konfiguracii VTP

= Chyby:

=Skontrolu;:

= ¢i je OK domain name

= Ci je OK domain password
= skontroluj VTP version

= skontroluj trunk links

= skontroluj VTP modes

= je tam aspon jeden server?

Musi byt aktivny trunk
Nekompatibilné verzie VTP
Nesedi VTP meno domény
Nesedi VTP heslo pre doménu
Vsetky prepinace su VTP client

= Upozornenie

Vzdy ked’ pridavas novy prepina¢ do VTP domény, ubezpeé
sa, ze jeho revizne ¢islo je nizsie ako aktualne pouzivané !! !! !!
= Inac hrozi riziko prepisania a straty aktualne platnych VLAN dat (aj pri
VTP klient)
=  Plati najvysSie revizne Cislo
Default VTP nastavenie prepinaca je domain Null, revision num.
=0, méd server

= Ak prijme update zo servera v danej doméne, pripoji sa k danej
doméne, zmeni rev. number



Par tipov

= VTP revizne Cislo je uloZené vo flash (vlan.dat)
=ReStart ho nepomoéze resetnut

= Zmena revizneho cisla VTP
=Zmenou domény na inu a spat

Switch (config) #vtp domain Ina domena
Switch (config) #vtp domain Povodna domena
Switch (config) #*2

Switch2#sh vtp status

VTP Version : 2
Configuration Revision : 0
Maximum VLANs supported locally : 64
Number of existing VLANs : 6

= Zakazanie VTP na prepinaci

Switch (confiqg) #vtp mode transparent
Setting device to VTP TRANSPARENT mode.
Switch (config) #*2




Vymazanie prepinaca pripojeného do
vacsej zivej siete s VIP

= M6ze nastat situacia kedy zmazane VLAN (vlan.dat)
sa ham neustale nanovo objavuju na prepinaci

(znovu naucenim cez VTP)

Switchficonf t

Switch (confiqg) #

Switch (config) #interface range FastEthernet 0/1 -24
Switch (config-if-range) #shutdown

Switch (config-if-range) #interface range GigabitEthernet
0/1 -2

Switch (config-if-range) #shutdown

15:45:59: SLINK-5-CHANGED: Interface GigabitEthernet0/2,
changed state to administratively down

Switch (config-if-range) #exit

Switch (config) #ivtp mode transparent

Setting device to VTP TRANSPARENT mode.

Switch (config)#no vlan ID VLANY




